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ABSTRACT

Artificial intelligence (Al) is rapidly advancing in the aviation industry, enhancing efficiency,
improving safety, and optimizing operational decision-making. However, its integration also
raises new legal and cybersecurity challenges. This study analyzes the latest trends in Al
applications within aviation, including air traffic control, aircraft operations, and airport
management. It also examines international regulatory frameworks, such as the EU Al Act,
EASA Al Roadmap 2.0, and ICAO cybersecurity guidelines, to assess legal responses.
Additionally, it evaluates Korea's legislative developments and the need for regulatory
adaptation to mitigate Al-related risks. Based on a comparative analysis of global Al regulations
and aviation cybersecurity policies, this study provides policy recommendations to strengthen
legal frameworks and enhance aviation security against Al-driven threats.
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Table 1. Status proposed Al bill of the 21st national assembly
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th. EASA9| dolg ] ZAE (EASA Data 4
Safety, D4S)olIA WAl o83t &7 Algot

= 71&E AYolar lon, AuE Aokl EAoh=
TRl A v HE, b Ao il A, GX FE
59 Wit diolelg 8ot £4S dAERE X1
starat i

7129 WHAHE AIZF AARLOR AR 44
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A Be ol AAHS) AHHE P Lol
Zlo] EASA Al ZEHO] HHolet. Al A=Y 93t
AAZ TET, WT HololA AIZ A8 S Al

A= B4, Al B3 71, AIE 98 914 84 17
I AL KA AIE= 93} 59 47119 8471 EASA
Al 2Eq9] 34 Yj8olrt.

Orian (2021)2 A2 242 &5 EopllAl Al
71&0] M=ol 57 o] 7FetHA E7FRHA
wel] 93t m4t= E8E 4 JloH, AlAH AA
AZ HIES olSiEARES Al 719 S 1HT
o FAI} Al 71eE 8T & e 55 FAdloF
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2L AJolu] Hoke wal MAMES malal W olst
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Table 2. EASA Al Roadmap 2.0 trustworthy Al
building—blocks

EASA trustworthy Al building-blocks

Input

(EC, Ethical

Output
guidelines)

Accountability

Technical
robustness
and safety

Learning
assurance

Oversight
Al

Trustworthiness
analysis

Privacy and
data

governance
Al

Non explainability

discriminaion
and fairness

Transparency

Al safety risk
Societal and mitigation
environmental

well being
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Table 3. EASA Al time framework

First step Second step Third step
(2023-2025+) | (2025-2035+) | (2035-2050+)
Human Advanced

. Human-AI automation
assistance/ .
- teaming and
augmentation
autonomous

71t A 71A= 2HY] 913 EAlR A AlA"E
233 Jfdos FYFt

F| o] At Hlo]ARATEARS] HObL R TJHO)
LFRE T AfolH HS JIFS X AHE HH,
Al 71&& ol83sto] H4l gdog Hel 9AE ¥F
O = BAIHs AMEE AlAo] FHP|E FE mlo]
EATE A A -?—OE‘E:LE“T—P FE5t]
(Crowdstrike, 2024) A AA] Zgo|A dfd =2
IHES AH8ote FaAke] ddo] 57]'495\1’%.9)

QIR A19] fIFo] ofd Al AAHIS] AlZ4do] g%
Ato|H HoF FHollA F83S UFSHA =ik

T U RS 34 5 9F= HAEYML)
o FHE AR&star Ut AFASADT HAl#d
ML) &80 Qs AFsskd 4 320 Jd o 4
WAL glow, FARG 24 HIARAISE 22 AdS
ArgSto] WAl Aol et wAE WA FHH|QlO] AL
83ty AF3IIcKChae, 2021).
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5 2opll 4, S5, A AYH 399 S
Sl EHAPYE Hoty, oo Hed 5+ A= 23
9] dFo] AfxA] 5 FHY A2 Ak Uk

FF b T WEo=E Tzt T Eokd] kA
< olisk=s 84 F AtolH YFoERE Hhulsh|
Al 4 Ag=2 =7t UggT & Z2IHS vt
Hstal, FHEOF FAl AAHY] Y 845 FRdlo
ERYE 53 A 84S Brieha, oS WijkE
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oA 4 7& 1,000?4 ol/ge] Hggo] Ham
9,000H9] 33717t A A=At

(ICAO, 2022).
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YT HololAl Aols] Bl Bat atE PAshaL
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protocol)—‘% AABE AEHICAO, 2021).

T EolollA AlolH Kk} AlolH IEEE tF
] Q13 @Ao|EZ kAt JEH 9=
s7] Heiie 2E AR QlAlE =0l

Holot. AH7t AFUA A HdS Bl

8= ‘q1, old AH7} oE AlEES I3F 7FeRHA,

I8y O RS 59 IRHIAE olsfche A2
< ol= dH 83 Y P& F sholtt

(ICAO, 2021).

TLP= 9IS JEE ol=d, o|9A 3/ 5 U=

30, °°f"
fr o
ok

é“.: o 4r
oo X,
ok

A
%> i

T
> ©
rlo

o orir

(o}

X]

)
rﬁ
]

iy



N
o

Vol. 33, No. 1, Mar. 2025

e FEO Are] uE oS
TEA EFS 52 darQtoltiTable 4).

ICAO Aof=3} osfAAREL TLP ARE 7tol=
7} o|3=E 2 QJEE =dof 3t}

Lim and Kang(2017)& /‘}O]‘ﬂ Bk 3kA9] v
Sholu} AZES] Alo] Q1% (authentication)THe
2= FESHA] 9t /\]/\Eno Tsto] H|AAFZQl AF
g AZslo] AYAES RIS HEdok 510, 7]
ol AAH AN AEoR RAT 84S B
Slok gtk ATstel AWATE ICAOY AR Bh
L2EE9 S84 A5

S, W7 FE E2oplME Aol figel HEst
7] 919} 918 A Sk AT B3 4 9
 Aold] met 2ot P22 Aushy Urk. HokRoh
of ¥hEA] mejsior S asmAL Bewt 2

A gz

—

A, Aol Bk FAG SYslT, T Mol 8
3P ok =2oks 24 o}%tﬂ A= ARk
=R, BE 229 t}joFst Aloly] 9T} FokdS
TEsto] THol 7+ Y32 ZAHo g Mok g},
A, &89 5845 dxdth WRHEY 9
RHoR oase NS AT HIeEE, 4

ZAQl Aol Ho B3} 7@E 9Iat JlriEie 4]

A, 94, $9 D ke 4 @ Aol et 2
12 o

o] 94 Ao

Table 4. Traffic light protocol category

TLP HE AR A AljE
Red HEO] AV 8= AR Ji]l FE
(Sl

135 Huo|L} Qoo oJake m)A 2= 9Je uf

BES AWHOR Ash] 9’ Ao] &
ast 3¢

Amber | spxul, Tl 2] oRolq TSR A
=3

Green | £ o) FJgto] lalo] 8% o

White | 5

41
o
)
E
>,
[>
=
W
fllo o
i

o]—l:]- Alo]H] HQt
PN R fa% Hot BT A2E)

gL %A AW Hot
B8 U xeAAe AXSH o A 21/0F 1B
ol 5 WA A2 HE A9 S/ 2F W
BIgt Aold Hob B HAUZE AL o

A2 g dd % T B B ALEE AEeln
FHE o o] B AU BEY 5 Sk

o5 A, Aols] HOMZRE PHSH R ML
AR A F9 217t AolH Hek Fajo] mA
FL WKL, Yokt 2ot Antel 44 Bk At A}
ole] EAEHE Holg Told 4+ Y= AW At
A®E AAE AHEshor et
oprjeto 2 FAZFQ 2 o] RAEHEE 8
sfiof gich. dwbAQl SAHA PF L ETE Al
‘ﬂ Het Z3jol izt A¥59] Aol & FF= vA
AtolH] Het s e & ATHICAO, 2022).

rhu

n. &

Ly

3.1 I YE W 2 Y W

A A1Z<Q1 ICACY] F& AtelH Heto] ¥t &

HE = Azl =4 5 A=F FE B, TT

L 3% 5 olsiEAAES] AYAT +dE A7t
ZIgY=jofof it

25} 9f9Y el &k oFd W HoF HEO] Ao

E Anle} A7) Ado] 7 AT ok,

HEA Ve 3E TR e a9 US B2 9

A 2 Ao AZst, AlolH gl Hi3e o

She B8 HE AF 9 w2 AA Aol a7

(Jeon, 2023).
=UollA Aol Hetof digt FAPE A= Fig. 1

N
o

N

3} Zo] B3 National Assembly Library, 2023).
%7}%431‘&— E7PdRAY, A4zl w2004
2% S STARHRIEAE' S SH 0= AlolH ¢

gl

FAHEO] 58 TS Sk 9lom, w7 AleH 9}
& Aot T A, HEZ|E I3 71 S A
7 AEAE SR L AlelH {1710 oM - 8kl

P

Al



5l —11:10'F AI 7]

53t WA o A7 41

-

F7h33 2k U g2 2T =
Te|eER B -

solE T

A}Bﬁ;{é‘a{'“ eEs AHO| B E} Xd =L

21y
27pAto] . OHIES

Fig. 1. Cyber security response system in
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QJth(National Cybersecurity Center, 2025).
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